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Quest Solutions for Windows Management

We simplify, automate 

and secure your Windows 

infrastructure with 

comprehensive migration 

and management 

capabilities, and integrate 

Unix, Linux and Java into 

the managed environment.

Active Directory Expertise

Å12 Million+ AD users under 

management

Å Tight relationship with MSFT 

product teams ïISV of the 

Year 2008, our second time.



Identity and Access Management

Å Prove that the person logging in 

is who they say they are

Å Provide access to only

what the user is allowed to

access ïnothing more nothing

less

Å Manage the lifecycle of the 

identity ïfrom initial 

provisioning to termination

Å Satisfy internal and external 

regulations for 

accountability, access 

control, and segregation of 

duties



Common Challenges

Å Too many identities and directories

Å Too many logins

Å Too many passwords

Å Authentication is not strong enough

Å Passwords are not enough

Å Controlling administrative 

access (root etc.)

Å Securing mobile and remote access

Å Ensuring no one has too much access

Å Identity/account set up, 

modification, and retirement

Å Dividing users into security groups

Å Too much IT involvement in day-

to-day identity management

Å Setting up policy for access

Å ñProveò complaince

Å Audit the identity environment 

and activities

Å Implementing access control

Å Enforcing Segregation of duties



Solutions for Common Challenges

Å Integrate Unix, Linux, Mac & Java with 

Active Directory

Å Single sign-on

Å Password synch and policy

Å Strong authentication

Å Delegation of 

administrative access

Å Administrative logon control

Å Least-privileged access

Å Web authorization

Å Segregation of duties

Å Provisioning, de-provisioning, and 

re-provisioning

Å Role definition and application

Å Self-service password resets

Å Access policy definition and 

enforcement

Å Change auditing and 

policy compliance

Å Cross-platform 

compliance reporting

Å Elevated privilege audit 

and reporting

Å Real-time alerting and 

anomaly analysis

Å Access control

Å Segregation of duties



Improve Efficiency, Enhance Security, Achieve Compliance

Å Automate identity administration

Å Consolidate directories and 

identities into Active Directory

Å Achieve single sign-on

Å Build on existing investments

Å Extend the security of Active 

Directory to non-Windows 

systems and applications

Å Enforce uniform security policies 

across the enterprise

Å Control and delegate elevated 

and least-privileged accounts

Å Establish strong 

authentication

Å Automate account management

Å ñProveò compliance through audit, reporting, and alerting tools

Å Leverage the compliance of Active Directory for non-Windows 

systems and applications

Å Assess identity and access management policies

Å Implement and enforcing strong password policy and authentication



Solutions for Authentication

ÅIntegrate Unix, Linux, Mac with Active Directory

ÅActive Directory-based single sign-on for standards-

based applications

ÅActive Directory-based single sign-on for Java 

applications

ÅSingle sign-on for all applications and systems

ÅPassword synch and policy

ÅStrong authentication



Quest Authentication Services

ÅAllows Unix, Linux, and Mac to be ñfull citizensò in 

Active Directory

ÅNIS replacement

ÅExtend Active Directory capabilities to non-Windows

ÅSingle sign-on for standards-based applications

ÅExtend Windows smart cards to non-Windows

ÅGroup Policy for Unix, Linux, and Mac

ÅMore than 500 customers

ÅMore than 3 million installed ñseatsò
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